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* Project Update
— Lowell Magee
* Time Capture Overview
— Karen Boodee/Lowell Magee
 SAP Security Overview
— Shelly Eckerman
* Deployment Update
— Teresa Shingleton
* Upcoming Project Activities
— Edward Brodsky
e Questions and Answers

Srare of North Carolina
Oflice of the Stare Conroller




———
DEACON

hr & payroll

Project Update
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* Design and Build Status
* RFP’s

2007
Jan Feb March April May June July Aug Sept Oct

Design and Payroll Comparison &
Build System User Acceptance Testing
. Cut-
System Testing Over (2)

Data Cleansing
& Validation

Security Data Cleansing
Mapping & Validation (2)

Key Project
Activities

1 Training Pilot — Training —
Train the Trainer Group 1

Functional Area B Assess Impact & Map Roles to Update/Create fOrg Changef \Workforce Transition
Mapping Exercisef on State Org. [l Agency Jobs Job Design

Descriptions

Srare of North Carolina
Office of the Siare Coniroller
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Time Capture Demo & Overview
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 Educate State Agencies regarding Time Entry Alternatives
available with the BEACON SAP HR/Payroll implementation

e Gather data from all State agencies regarding current
practices and expectations

 Document and resolve outstanding issues regarding
configuration requirements and expectations across agencies

* Report findings that will support the training and roll-out model

Srare of North Carolina
Oflice of the Stare Conroller
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There are two ways employees record time:

* Positive Time: Employees record all of their time worked
and all of their exceptions, such as leave taken, each month.

 Negative Time: Employees only record variations from their
normal schedule, such as leave taken.

Srare of North Carolina
Oflice of the Stare Conroller
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There are also two ways employees are paid:

 Actual Pay: Employees are paid based on their actual time
worked.

 Exception Pay: Employees are paid their regular salary at
month-end, plus or minus any exceptions they recorded. Any
exceptions are processed in the next available pay cycle.

Stare of North Caralina
Office of the Siare Coniroller
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Permanent employees fall into one of three categories:

 Positive Time/Actual Pay: Employees must enter time to be
paid. DOT is the only agency in this category.

 Positive Time/Exception Pay: Agencies require employees
to enter time worked and exceptions to regular time.
Exceptions are processed in the next available pay cycle.

 Negative Time/Exception Pay: Employees are not required
to enter time worked, but are required to note exceptions.
Exceptions are processed in the next available pay cycle.

« NOTE: Permanent employees subject to FLSA
regulations must fall into the Positive Time category.

Srare of North Carolina
Oflice of the Siare Coniroller
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 Monthly exception-based pay is the rule, with actual pay as
the exception.

» Except for DOT, which already practices positive
time/actual pay, agencies were told actual pay was not
possible at this time (except for temporary employees).

* Project team will try to accommodate requests for items that
do not exist today (e.g. cost objects).

Srare of North Carolina
Oflice of the Stare Conroller
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Continue to record time to be paid (Positive Time/Actual Pay)

Be paid biweekly, “two weeks” in arrears. This is a change
from current practice.

Reflect different numbers than identified in the appendix from
PMIS.

Srare of North Carolina
Oflice of the Stare Conroller
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 Many agencies expressed an interest in switching to positive
time (entering all information, not just exceptions) for exempt
employees than is currently the practice now.

« BEACON will assist support agency efforts to follow policies.
For example: three agencies do not require employees
subject to FLSA enter positive time now, but will in the new
system.

* A large number of agencies expressed the desire to have
their employees enter time through ESS, which will be a
change for most agencies’ current practice of timekeeper
entry. This change will impact training and the existing
workforce.

Srare of North Carolina
Oflice of the Siare Coniroller
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« Continue with configuration to support the information
gathered in the discussions with agencies.

 Compose and send formal communication to all agencies
confirming choices and what they mean to the agency.

Srare of North Carolina
Oflice of the Stare Conroller
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SAP Security Overview
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* To gain an understanding of SAP Security Role Design

 To gain a high-level understanding of the SAP Security
Roles in scope

* To gain a high-level understanding of Mapping SAP
Security Roles to Users

Srare of North Carolina
Office of the Siare Coniroller
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SAP Security Role Approach

(SAP Functions)
Transactions &
Infotypes

SAP Security Role
“Benefits

(Position)
“Benefits Specialist”

SAP application security is “Role Based”
Job functions have been mapped to create SAP Security Roles, which will be mapped to positions and
positions are mapped to users.
It allows users to be given access based on their job responsibilities.

It also allows the BST Leads to map users to SAP Security Roles without having to know SAP functionality. ¢ .. i sioerl Caroling

Office of the Siare Coniroller




——
beAcoN

hr & payroll
SAP Security Role Approach

» SAP Security Team worked with the Beacon
Functional Teams (i.e. Anita Ward’'s Team) to
identify the SAP Security Roles.

» Task included mapping SAP functions (SAP
transaction codes and SAP infotypes) to create

(SAP Functions)

Transactions & the SAP security roles.
Infotypes

SAP Security Role

“Benefits

SAP application security is “Role Based”
Job functions have been mapped to create SAP Security Roles

Stare of North Carolina
Office of the Siare Coniroller
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Central (L.e. Decentralized
08P, 05C, Fiscal (i.e. Dept,
Research, etc) |Division, Section) |Security Role

Teamn

Benefits A Benefits Adminiztration

Display Benefits

Time Administration

Time Apgproval

Time Leave Administration

ol e e e e o

Display Time

Central Payroll Processing

Central Payrall Accounting

Central Garnizhment Administration

Payroll Central Payroll Tax

X Payroll Administration

X Display Payral

Emergency OMLY - Payroll Problem Solving

X Personnel Mazter Data Maintainer

>

Warnings Mairtainer

>

Grievance Maintainer

Performance Rating Mazs Maintenance
Personnel

Performance Rating & Crediertialz Mamt

Sinistaton Short Term Disakilty Specialist

Display Crozs Agency

Display Sensitive HR

ol e e

Display Mon-Senzitive HR

Ory Chart Mairtziner

Org Chart Approver

X Org Chart Modeler

Job Mairtainet

Org Mgmt
i Joh Approver

Position Maintainer

Pasition Aparover

Display Organization Management

ESS - Employes Self Service

SHC | 30| D0 | e | D0 | DRC | SRS | RO | 3RC | DD | DRC | DRC | DRC [ DRC | DRC| DRG] 3RC | DRC | DRC | 3RS | 3R | 3RC | 3RC | 3R | D0 | 3R | D0 | 2RO D0 | 2RO | DG

Eal e o e

Portal
orta MES - Manager's Self Service

»  The following shows the SAP Roles defined for Beacon for

HR

»  HR sub-modules include Benefits, Time, Payroll,
Personnel Administration and Organization Mgmt.

» Central Roles are for users getting access to ALL agencies
(OSP, OSC, Fiscal Research, etc.)

» Decentralized Roles will be restricted to agencies,
divisions, sections.

» Display roles exist for each area.

Any user that gets update to an area would get the
corresponding display role (i.e. Benefits Administration
would get Display Benefits).

The users that just need display would get the display role
and not the update role (i.e. managers, directors, etc).

»  The Portal will enable the user to Employee Self Service
and Manager Self Service functionality.

Employee Self Service is the functionality to allow
employees to maintain their own employee information,
such as address or enroll in benefits plans.

Managers Self Service is the functionality to allow
managers to approve an employee’s time or view
employee reports.

Stare of Morth Carolina
Oflice of the Siare Coniroller
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» Since employees are associated to cost centers (CO module), company codes
(FI module), and funds center (FM module), we also have a list of SAP Roles for
Finance, Controlling, and Funds Mgmt that are in scope.

Finance/Controling/Funds Mgt Rofe DescHplions
Module Role Hame Cemtralized/Decentralized
Accounting Transactions Poster
Fl Closing Soordinator Central -= Shared Services
Bank Master Data Specialist Central -= Shared Services
Finance Chart of Accounts Master Data Specialist Central --= O3 C-5A0
Yendor Master Data Specialist Central -= Shared Semwices
AP Payment Processor Central
Display Finance Both Decentralized (Aoencyd and Centralized (Shared Services)
Display CThecks Both Decentralized (Aoencyd and Centralized (Shared Services)
Funds Mgmt Funds Management Master Data Specialist Central --= Shared Services
Display Funds Management Both Decentralized (Aoencyd and Centralized (Shared Services)
CO Zlosing Soordinatar Central --= Shared Services
Controlling Controlling Master Data Epeme_uhs_t Central ——*r_-r Shared Services
Cost Center Master Data Specialist Decentralized --= Agency
Display Contralling Both Decentralized (Adencyd and Centralized (Shared Services)
HR Faosition Funding Approver CsBM

STATE ||| \lll;l'r[ '|I-.'|||I\".
Office of the Stare Coniroller
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A\

SAP Security Team has knowledge transferred the SAP Roles to the Change Team

» Change Team owns the Role to User/Position Mapping process
» Change Team will work with the BST Leads to complete the Role to User / Position
mapping.
“Benefits
(Position)
“Benefits Specialist”
20 Srare of North Caralina

Office of the Siare Coniroller
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The BST Team will focus on mapping roles to users.
We know the position of the users. When the roles are mapped to users, then roles are also mapped to
the HR positions that the user belongs to.

» It's VERY IMPORTANT to take time to map users correctly. The mapping determines user access and
training required for the user. It also helps to analyze work force transition.

» If a person should attend training for a role, but NOT receive the access for the role, then those exceptions
must be noted. For example, you have a Benefits Director and that person does not need SAP access to
benefits administration, but wants to attend the training. The Change Team will note on the role mapping
spreadsheet how you can indicate these. You should know that these will need to be captured.

Y VY

Role to User Mapping Thus, Position Mapping is Automatic

Jane Smith — Benefits Specialist for DOC

Bill Franklin — Benefits Technician for ESC

S1aie of North Caroling
21
BI” FEULAL Office of the Stare Comiroller
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» Once the BST Team Leads have the listing of users to SAP security roles
completed, the access will be reviewed and approved by data owners.

» Data owners have not been established. They may be established by agency
and sub-area (i.e. Benefits, Time, Org Mgmt, Personnel Admin and Payroll).

» Data owners will be established before go-live to approve the final listing of role
mapping. Data owners will also be responsible after go-live to approve changes
or additions to role to position/user mapping.

SAP Security Role

e User Mapping — Position Mapping

Jane Smith — Benefits Specialist for DOC

Bill Franklin — Benefits Technician for ESC

Srare of North Carolina
Office of the Siare Coniroller

22




beAcoN

hr & payroll

» To give the BST Team Leads a start on role mapping, the SAP Security Team has analyzed
the Legacy Systems user access (PMIS, Central Payroll and DOT Payroll) to the new SAP
Security Roles (where available).

» For example, we have an SAP security role called “Performance Rating Maintainer”.

We have

the list of which users currently have Performance Rating (PMPERF) access in PMIS.

» Note: it was noticed that many users that are no longer with the State of NC had access to
PMIS. Thus, the listing of PMIS user access is a start to determine role mapping and should
not be used as a final version.

USER ACCESS IN PMIS TO PERFORMANCE RATING
RACFID Hame Agency Job Title |anow Tr=|onhs Trx

ADO4055 BARBARA 1 WILLIAMS ADMIMN-HUMAN RES MG FERSOMNMEL ANALYST | FMFERF
ADO4010 CATHY L. GREERM ADMIMN-HUMAN RES MG FERSOMNMEL TECHMICIARM NI FMFERF
ADD4CLG CRESHAYE L. GRAHAM ADMIMN-HUMAN RES MGM FROCESSING ASSISTAMNT I FMFERF
ADD4SCC | SOMDRA C. CHAVIS ADMIMN-HUMAN RES MGM PERSOMNMEL ANALYST Il FPMFPERF
ADO4005 VALERIE J. FORD ADMIMN-HUMAN RES MGM DoA, HR DIRECTOR PMFPERF
ADVWBARM  WANMDA E. BARNES ADMIMN-HUMAN RES MGM PERSOMNMEL ANALYST 11l PMFPERF
TS75P28 BEM R. HARVWARD AGRIC-HUMAN RES MGM ANl HR DIRECTOR I PMPERF
TS75P49 SHERRY LEE AGRIC-HUMAN RES MGM PERSOMMEL ANALYST I PMPERF
QCPERKW |KEMMETH WILLIAMS ADC-HLUMAN RESOURCES HUMAMN RESOURCES OFFICER PMPERF
UrMAFP13 JAMNMIGE G. JACKSON AFPPALACHIAN STATE U ADMINISTRATIVE ASSTI FPMFERF
UMNAF33 LEOMARD wW_JOHNSOMN IR AFPPALACHIAN STATE U FERSOMNMEL DIRECTOR FMFERF
UIMAF11 SUSIE BEASLEY AFPPALACHIAN STATE U FERSOMNMEL ARNALYST I FMFERF
BOENNN1 GARY O BARTLETT BOARD OF ELECTIOMNS EXC SEC DIR BOARDVELECTIO FMFERF
C219610 TERRY L. BELL COMMERCE-ADRMIN FERSOMNMEL ARNALYST Il FMFERF
C212123 DEBRA J. PETERSEN COMMERCE-BANKIMNG OCOB HR COMSULTARMNT FMFERF
C202306 ROSEMARY A HUFF hAMN COMMERCE-BAMNKIMNG OCOB HUMAN RESOURCE ASSOC | FMPERF
CLFYDO0S APRIL TIBBS COMMUNITY COLLEGES FERSOMNMEL ASSISTAMNT v FMFERF
CLFY010 JAME G. PHILLIFS COMMUNITY COLLEGES FERSOMNMEL OFFICER Il FMFERF
CLFYOO07 KAREM C. MCALLISTER COMMUNITY COLLEGES FPERSOMMEL TECHMICIAM Il FPMFPERF
CLFYO012 KRIS C. ROSS COMMUNITY COLLEGES PERSOMNMEL ANALYST Il PMFPERF
CEO0001 DOUG H. WANESSERN COSMETIC ARTS EX DIR,STE BD COSMETC ART PMFPERF
C2PER10 |DEBRAT.FERRELL CRME CRNTRL-PUB SAFTY-ADMIN PERSOMNMEL ASSISTAMNT v FPMFPERF
C3IPERD2Z |KIMBERLY L. GREEME CRME CRTRL-PUB SAFTY-ADMIMN PERSOMMEL ASSISTAMT IV PMPERF
C3IPERDO4 | SHAWMDA A BROWWR CRME CRTRL-PUB SAFTY-ADMIMN PERSOMMEL ANALYST I PMPERF
C3IPER12 |SHAROM F. GREEME CRME CRTRL-PUB SAFTY-ADMIMN PERSCOMMEL TECHMICIARM NI PMPERF
CIFERDO1 TERESA D. CREECH CRME GNTRL-PUB SAFTY-ADMIN FERSOMNMEL TECHMICIAR Il FMFERF
C3FEROG  |WELDON E. FREEMARN CRME GNTRL-PUB SAFTY-ADMIN AN HR DIRECTOR I FMFERF
C3FPERO7 | MARGARET MURGA CRME CNTRL-PUB SAFTY-CCPS-HIMWAY PATRL MG FERSOMNMEL ANALYST | FMFERF
C3FER13  MARY DELORES COOFER CRME CHNTRL-PLUB SAFTY-HIGHWAY PATRO FERSOMNMEL TECHMICIAR | FMFERF
C500087 CARMELLA R, LEACH CULT RES-ADMI OFFICE ASSISTANT IV FMFERF
M1 AMTOZ HARLAMN E. FRYE DEMNR-PERSOMMELHR AN HR DIRECTOR I FMFERF
M AR AT RITA B. RICHARDSOMN DEMR-PERSOMMEL/HR STAFF DEVELOPMEMNT COORD FMFERF
MAAMIZT TOULA CAPETAMNOS DEMR-PERSOMNMEL/HR FERSOMNMEL TECHMICIAM | FiMFERF £ of North Carolina

Oflice of the Siare Coniroller
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» After Role Mapping to Users is complete,

» the Change, Training and Security teams can take the listing to determine what a

user has been mapped to:
Benefits Specialist — DOC (Jane Smith)

. Benefits Administration

. Short Term Disability Specialist
. Display Benefits

. Display Payroll

. Display Time

. Display Non-Sensitive HR Data
. Display Sensitive HR Data

SAP Security Role
1 Beneflts

Admin

Change Team:

This information can be used for Workforce
Transition

SAP Security Team:

Understanding which security a position and
user would receive

Training Team:
Understanding which SAP courses an

Bill Franklin — Benefits Technician for ESC employee would be enrolled in o
Srare of North Caralina

Office of the Siare Coniroller
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“Position Based Security” for Role assignment

— When a person is hired into the organization, the user id will automatically be created and access
assigned based on the position they hold. No Security Request Form will be Required.

— If Employee transfers to another position, the access to the new position will automatically be changed to
the new position’s access and no security request form is required.

— Access assigned is based on roles assigned to the position

» Position: Benefits Specialist for DOC requires the following SAP Security Roles:
— Role: Benefits Administration — DOC,
— Role: Display Benefits — DOC,
— Role: Display Payroll - DOC,
— Role: Display Time — DOC,
— Role: Display Sensitive and Non-Sensitive — DOC
— Role: Short Term Disability — DOC.
— The position requires these roles. It does not matter whom resides in the position.

— Jane Smith holds the position so she will get the access required for the position.

— Manual access can also be granted

* Person transfers to another position, but still requires access to old positions access. Manual user assignment
would be used.

* i.e.—Jane just transferred from DOT and requires Time Admin from DOT too. Jane will also get Time Admin for
DOT, but Time Admin for DOT will not be on the Benefits Specialist — DOC position that Jane Smith holds. Time
Admin — DOT would be manually added to the user and expiration date set.

» Security Request Process will exist for manual access required.

Stare of North Caralina
Office of the Siare Coniroller
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Understanding Agency Restrictions for Roles

* In addition to securing the different functions into SAP Security Roles, SAP enables further
restriction to specific levels within the organizational structure by Role.

 Based on the SAP Security Role, what level of security is required (i.e. Secure at the agency
level, division level, section level) for the user.

*  May be different based on security roles (See example below).

*  When the Change Team is working with the BST Team Leads on mapping roles to users,
they will also obtain what level of security is required by user and by role.

Benefits Specialist - DOC {Jane Smith) I — — —

Security Role Level for Role
Eenefits Administration Central Prisan \
Display Benefits Central Prisan
Display Payroll Central Prison
Display Time Central Prisan --
Display Mon-=ensitive HR Data  |Central Prisan
Display Sensitive HRE Data Central Prisan
26 short Term Disability Specialist [DOC State of North Carolina

Office of the Siare Coniroller
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In PMIS, users with access to the VERIFY
transaction are allowed access to see other

agencies information.

An SAP Security Role called “Display Cross
Agency” has been developed to provide a similar

concept as VERIFY in PMIS.

Users mapped to the “Display Cross Agency” role
will have access to display other agencies data.

Analysis of what data should be seen when
having the “Display Cross Agency” SAP Security
Role is being reviewed and finalized by the OSP.

The SAP Security Team has reviewed which
users currently have “VERIFY” access in PMIS.
This access will be a starting point for the BST to
analyze users needing “Display Cross Agency”

access in SAP.

YES
VIEW DATA

AGENCY1
DATA

WHAT
DATA?

SECURITY MODEL
AGENCIES VIEW DATA

CENTRAL GROUPS
(OSP, SSC, Audit,
Fiscal Research)

YES YES
VIEW DATA VIEW DATA
v
| AGENCY2 | wmar | AGENCY3
DATA DATA? DATA
WHAT DATA? Srare of North Carolina

Oflice ol

the Srare Conroller
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* Conduct Role Mapping Workshop — 5/2/07
 Complete Role Mapping Information to Change Team — 6/1/07

Srare of North Carolina
Office of the Siare Coniroller
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Deployment Update

Stare of North Carolina
Office of the Siare Coniroller
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Upcoming Project Activities

30
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e 10 a.m. — BST Lead
Meeting — Payroll and
Training Updates

19 20 21 22 23 24 25
e 10 a.m. BST Lead Meeting e BST Technical Readiness
— Time and Security Agent Monthly Meeting « Employee Relations
Overviews Conference —
* 4 p.m. SAP GUI install Wilmington, NC
training
26 27 28 29 30 31 1
* 10 a.m. BST Lead Meeting e BST Training Agent * 403b Contribution
— Time and Security Monthly Meeting Data due to benefits
Overviews team
2 3 4 5 6 7 8
» Benefits Workshop e Present at Annual Benefits
Conference
* BST Change Agents —
Impact Assessment
9 10 11 12 13 14 15
¢ 10:30 a.m. * 10 a.m. — Payroll * BEACON Steering
Communications Agent Directors Open Committee meeting
meeting Forum
16 17 18 19 20 21 22
* 2 p.m. HR Directors e 10 a.m. — BST Sponsor e 10 a.m. BST Technical
Open Forum Meeting — Payroll and Readiness Meeting
« DHHS Div. Directors Training Updates
23 24 25 26 27 28 29
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What do we need from you?

Plan and coordinate Impact Assessment work groups with your
agency BSTs and SMEs

Communicate BEACON HR/Payroll Project information to agencies

Review the BST Scorecards to verify your agency is participating
with various BEACON HR/Payroll Project activities

Stare of North Caralina
Office of the Siare Coniroller




beAcoN

hr & payroll

What can you expect from us?
« Weekly BEACON HR/Payroll Project website updates

« BST Training Agent Meeting
« BST Change Agent Impact Assessment workshop

* Finalization of training sites

* Next Month’s Topics include Payroll and Training Updates

Srare of North Carolina
Office of the Siare Coniroller
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Questions?

Stare of North Carolina
Office of the Siare Coniroller
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Tuesday, April 17, 2007

10 am — 11 am

Tuesday, May 22, 2007

10 am —11 am

Tuesday, June 19, 2007

10 am — 11 am

Tuesday, July 24, 2007

10 am — 11 am

Check out the BEACON HR/Payroll Project website at:

www.beacon.nc.qov

Oflics

Srare of North Carolina
of the Stare Comviroller
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If you have any questions pertaining to the BSTs, communications,
or change activities please contact:

Edward Brodsky * Shirley Patterson

Team Lead Training Lead
edward.brodsky@ncosc.net shirley.patterson@ncosc.net

Phone: 919-431-6520 Phone: 919-431-6626

Tyler Jones e Libby Williams

Communications Lead Change/Workforce Transition Lead
tyler.jones@ncosc.net libby.williams@ncosc.net

Phone: 919-431-6523 Phone: 919-431-6623

This presentation is provided for informational purposes only. Public use and distribution of this document is not Srare of North Carolina

authorized without the permission of the BEACON Project Team. Oflice of 1he Stare Conmrolles




